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Draft Assurance Plan 

 

About this document 

The purpose of this consultation is to invite views on our Draft Assurance Plan. The first stage of the 

exercise was to consult on a Statement of Risks, Strengths and Weaknesses (the “Statement”) and invite 

comments from customers and other stakeholders on: 

 the overall approach to the risk assessment undertaken; 

 whether or not they agreed with our assessment of the Risks, Strengths and Weaknesses 

highlighted in the Statement; and 

 which particular performance measure was of greatest importance to them. 

The consultation stated in early September 2015 and closed on the 16 October 2015. The outputs of 

this exercise have been used to inform the assurance activities. Having discussed the process followed 

and the Statement with a number of key stakeholders and had regard to written comments received, 

we have prepared this Draft Assurance Plan (the “Draft Plan”) and are now seeking further comments. 

The Draft Plan explains what we are doing to provide assurance that the information we publish in our 

2015/16 Annual Performance Report is reliable and complete.  

 

Who we are 

Dwr Cymru is the sixth largest of the ten regulated water and wastewater companies in England and 

Wales. Our primary responsibility is to deliver safe and reliable drinking water and sanitation to the 

3.2 million people we serve across most of Wales, Herefordshire and parts of Deeside. We provide an 

essential public service and, as custodians of the water industry in our area, we are responsible for 

protecting the environment and delivering a high quality and reliable service to our customers. 

 

Our vision 

Customers must be able to trust that the essential services we deliver are safe and of the highest 

standard. We know that we are relied upon to do the right thing on their behalf. This is why we put 

customers first. They are at the heart of everything we do. 

We will earn the trust of our customers every day by delivering high quality essential services that 

protect our customers’ health, our communities and the environment around us. 

 

Our values 

We’re proud to put our customers first. We strive for excellence in all that we do. We’re always open to 

new ideas and challenge ourselves to discover better ways of working. We are safe in everything that we 

do and never cut corners. Being honest, even when things are difficult, means our colleagues and 

customers can always trust us to do the right thing. By living by these values, every day, we will earn the 

trust of our customers. 
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Responding to this consultation 

 

We welcome your response to this consultation by close of business on 8 January 2016. 

You can email your responses to   assuranceplanconsultation@dwrcymru.com or post them to: 

 

Assurance Plan Consultation 

Dwr Cymru  

Pentwyn Road  

Nelson  

Treharris 

Mid Glamorgan CF46 6LY 

 

Information provided in response to this consultation, including personal information may be published 

or disclosed in accordance with access to information legislation – primarily the Data Protection Act 

1988 and the Environmental Information Regulations 2004.  

 

If you would like the information you provide to be treated as confidential, please explain to us why you 

regard the information you have provided as confidential. If we receive a request for disclosure of the 

information we will take full account of your explanation, but we cannot give an assurance that we can 

maintain confidentiality in all circumstances. An automatic confidentiality disclaimer generated by your 

IT system will not, of itself, be regarded as binding on us. 

mailto:assuranceplanconsultation@dwrcymru.com
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Overview and consultation questions 

Overview 

In this document we set out the background to this exercise and explain the importance to customers 

and other stakeholders of providing information which is reliable and complete. We also summarise the 

outputs from the assessment of risk, strengths and weaknesses and how this has informed this Draft 

Plan. The Draft Plan itself sets out the activities associated with data quality assurance for each of our 

Performance Measures. We have focused on those Performance Measures contained within the 2014 

Final Determination as well as a selection of other metrics, such as additional ones contained within 

our Performance Scorecard. 

 

Consultation questions 

 

We welcome your views on the following consultation questions by close of business on 

8 January 2016. 

 

CONSULTATION QUESTIONS 

Q1 Do you have any comments on the content or layout of this Draft Assurance Plan? 

Q2 Are the processes outlined in this consultation document sufficient to provide you with the 

assurance that reported data is accurate and reliable? 

 
Q3 Is there any further information that you feel could be provided that would help build stakeholder and 

customer confidence and trust in the company? 
 

 

We will use your responses to our consultation questions to inform the Final Assurance Plan, which we 

intend publishing in February 2016.  
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1. BACKGROUND 
 

1.1. Before 15 July 2016 we will publish our Annual Performance Report for 2015/16. This will be along 

the lines of Performance Reports we have published in recent years. The report will allow stakeholders 

to assess how we have performed against those measures of success that our customers regarded as 

being the most important. The targets for the Performance Measures (i.e. those contained within the 

2014 Final Determination) were largely agreed with customers as part of an extensive customer 

engagement exercise carried out when we were preparing our business plans for the 2015-20 period. 

1.2. It is important that we provide information to customers and stakeholders that is customer-led, 

accessible, clear, accurate, transparent and timely. Our ongoing objective therefore is to make available 

information that is easy to understand and navigate and which enables them to understand how we 

are performing. We also recognise that this helps build trust and confidence in the business. 

1.3. Ofwat recently reviewed the performance of all water companies, using an assessment of historic 

performance against a number of criteria. Of the 19 companies, two were classified as “self-assured” 

(the highest category) and only one was placed in the “prescribed” category (the lowest category). Dŵr 

Cymru, along with the other 15 companies, was placed in the “targeted” category (i.e. the middle 

category). In assigning us to this category, Ofwat concluded that we have demonstrated that we are 

able to deliver accurate and reliable information that gives stakeholders trust and confidence. 

1.4. Ofwat also acknowledged that we are best placed to identify the risks, strengths and weaknesses 

associated with providing information of the quality they would expect to see. To allow us to develop a 

“targeted” assurance plan, we initially undertook a risk assessment for all relevant non-financial data 

that will be contained in the Performance Report. This was an important exercise and was the basis of 

a Statement of Risks, Strengths and Weaknesses upon which we consulted. The consultation closed on 

the 16th October. This statement is available on our website. 

1.5. A key output was the production and publication of an Impact and Probability Risk Matrix (see 

Appendix 1). This was determined by several factors such as the reputational or financial impact of 

failure to achieve targets and the probability of the risk materialising. For each Performance Measure, 

we produced a list of individual risks that could potentially affect the accuracy or completeness of the 

reported data. Each of the Performance Measures was assigned to one of four levels of overall risk 

ranging from “Low Risk” to “Critical Risk”. The majority of our Performance Measures fall into the 

“Low” or “Medium” risk categories. 

1.6. Although the majority of our Performance Measures fall into the “Low” or “Medium” risk 

categories we consider there are robust control frameworks in place for all Performance Measures. For 

most of the Performance Measure we have developed or are developing an individual Risk Matrix that 

lists individual risks that could potentially affect the accuracy or completeness of reported data. A full 

suite of these risk matrices will be available at the end of this consultation.  The internal controls in 

place to mitigate these risks have also been listed and we are satisfied that the correct operation of 

these controls is sufficient to prevent the risk of inaccurate or incomplete reporting from occurring.  

1.7. The Risks, Strengths and Weaknesses consultation was published on our website and we also 

engaged proactively with a range of key stakeholders arranging meetings and conference calls where 

appropriate. A number of written responses were received and these are summarised in Section 4. 
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1.8. Having regard to discussions and comments received, we have prepared this Draft Plan setting out 

the processes we will follow in the case of each individual Performance Measure to demonstrate that 

the data we will report in the 2015/16 Performance Report is accurate and complete. In Section 2 we 

provide details of the overarching Assurance Framework and the assurance processes currently in place, 

as well as the additional steps we propose introducing where we (and stakeholders) think it necessary 

are in Section 3. The next steps are set out in Section 4.  

 

2. ASSURANCE FRAMEWORK 

 

2.1. The information that we publish on our performance will be assured to maintain and build a high 

level of trust and confidence from our customers and stakeholders.  For this to be effective, 

performance needs to be reported in a clear and transparent way. Adopting a risk based approach to 

assurance, and using internal and external review provides robust challenge and scrutiny of our 

performance. 

2.2. Within the business we have well-established governance and accountability processes which 

provide a direct line of sight from the Board through the Executive Team to the data originator. This is 

shown in Figure 1. 

Figure 1 Governance structure with clear line of site from Board to data originator 
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2.3. Supporting this process is an audit and assurance framework designed to allow the systematic 

monitoring and evaluation of the various aspects of our performance to ensure that standards of data 

quality are being met. This involves having appropriate governance arrangements, close involvement 

by our Board in the assurance process, and the right level of independence in the process to provide 

third party review and challenge. This provides assurance to our Board, stakeholders and customers to 

give legitimacy as to the level of performance and service that we are reporting. This ensures that the 

information that we publish on our performance is assured to maintain and build a high level of trust 

and confidence from our customers and stakeholders.  

2.4. In order to provide robust information into our monthly review, we have developed Methodology 

Statements for most measures which outline the processes and procedures for collecting data and 

reporting our performance commitments. We are working towards having a full suite of Methodology 

Statements before the end of this consultation. These statements support the delivery of a consistent 

approach over time in the data used for reporting. 

2.5. Data originators are required to sign-off data to confirm that it has been collected in accordance 

with Methodology Statements. 

2.6. For each of our business units, there is a monthly review of performance data using standard 

performance dashboards. On a quarterly basis we will review current performance against previous 

years’ performance to identify trends and outliers and to ensure accurate forecasting of performance. 

2.7. At the end of each year, we report on our financial and outcomes performance. The year-end 

process requires the performance data to be signed off by the Board. As part of our assurance process, 

and in line with Figure 3, formal sign-offs are documented at each level of the hierarchy. 

2.8. We will continue to review our governance and accountability arrangements to ensure that we 

remain compliant with future changes to the UK Corporate Governance Code. In particular, the Code 

that we have in place reflects our performance reporting principles and governance arrangements to 

make sure that it delivers: 

 transparency in our reporting so as to meet or exceed the standards set out in the Disclosure 

and Transparency Rules; and 

 appropriate challenge by our Board by making sure they have the appropriate balance of skills, 

experience, independence, and knowledge of the Company. 

 

3. SOURCES OF ASSURANCE  

3.1. We already have in place robust processes and systems of control that provide the necessary 

assurance in respect of the reliability and completeness of the information published. For each of the 

Performance Measures, we will continue to apply these. 

3.2. The following paragraphs summarise the processes and systems of control in place. 

 
3.2.1 Policies and Procedures 

 Key processes and systems of controls are documented and the quality of systems and 

processes used for generating regulatory information are continually assessed. These 

processes will be followed to produce the 2015/16 Performance Report;  
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 Ownership and responsibility for regulatory data underpinning the relevant Performance 

Measure is clearly defined.  Allocation of overall responsibility for reporting is assigned to a 

“data owner” and the appropriate member of the Dŵr Cymru Executive.  

 Each “data owner” is required to confirm that he or she has reported the data in accordance  

with Methodology Statements which include process maps and procedure notes; 

 We have a policy document which outlines the formal process to be undertaken and, inter alia, 

the roles and responsibilities of key people including “data owners”, the Regulation 

Department, Dŵr Cymru Executive (collectively and individually), the Audit Committee and the 

Board; 

 A ‘Code of Conduct’ policy document, detailing the behavioural framework required which 

includes regulatory data and a Whistleblowing Policy are in place; 

 A formal ‘sign off” of data by the individual, verifying that the data has been obtained from a 

recognised data source and has been accurately compiled is required. In addition, the 

individual confirms that any material judgements or assumptions have been highlighted and 

documented, ensuring that there is an accurate audit trail, with a review of confidence grades 

where applicable. Where material is within an individual’s personal knowledge, he or she is 

required to confirm that it is true or, where it is not within their personal knowledge, that 

appropriate enquiry has been made; and 

 A large proportion of the data processing is covered by our Internal Management Systems 

which has accreditation to various ISO standards.  

3.2.2. Training and Internal Review 

 Production of ‘information packs’ by the Regulation Department to ensure that all “data 

owners” have a single point of reference for information necessary to undertake their specific 

responsibilities. These ‘information packs’ include the relevant Reporting Requirements, 

information on confidence grades and the previous year’s Reporter’s report on each 

“Performance Measure”. This is also available on the company’s Infozone site; 

 One to one training sessions for “data owners”, where the processes are fully explained and 

the importance of regulatory data being reliable and complete is highlighted; 

 Regular reporting of key performance indicators to the Board, the Quality and Environment 

Committee (QEC) and the Dŵr Cymru Executive Team throughout the year; 

 A Due Diligence programme, led by the Regulation Department, which involves review 

meetings with data owners. This involves a critical review of documents, drawing comparisons 

with data from previous years, challenging judgements and assumptions made and ensuring 

compliance with any relevant guidance; 

 Endorsement of the ‘sign off’ forms by each data owner and the responsible member of the 

Dŵr Cymru Executive Team before the publication of the Performance Report. The ‘sign off’ 

form also includes confirmation from table owners that the process maps have been followed; 

and 
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 An executive review meeting of all Performance Measures, involving the Dŵr Cymru Executive 

Directors, which takes place ahead of the June Board meeting when the Performance Report is 

approved prior to publication. Attendees include the Reporter, a Business Assurance team 

member, a Compliance team member and all data owners. Material issues are highlighted and 

reviewed. 

The Reporter is an independent external consultant with a good knowledge of the industry and 

Dŵr Cymru and has expertise in the processing of non-financial regulatory data within the 

water sector. 

 3.2.3. External Review, Governance and Board Engagement 

 Before year end (normally in the preceding February meeting) the Audit Committee receives a 

paper outlining a timetable and detailing the assurance processes that will be followed in 

preparing the Annual Performance Report;  

 The Reporter carries out a formal review and certification of all Performance Measures and 

provides a detailed report commenting on compliance with procedures, relevant regulatory 

reporting requirements and highlights any issues with the reported figures. This will include 

checking the source of data, compilation of the data including the process of any extrapolation 

and assessing the adequacy of reported data; 

 The Reporter also attends the designated May Dŵr Cymru Executive meeting, the May Audit 

Committee and the June Board (ahead of the publication of the Performance Report) to 

answer any questions raised; 

 Ahead of the publication of the Performance Report, the internal Business Assurance team 

carry out a high level audit and evaluation of the systems in place on the reporting framework 

within Dŵr Cymru and review the effectiveness of  the system of risk management, control and 

governance; and 

 At the June Board meeting, the overall process, the operation of the systems of internal and 

external controls and the key judgements required in compiling the Performance Report are 

reviewed. The meeting is attended by the Reporter.  

 

3.3. For those Performance Measures rated as “Low” or “Medium” risk we will continue with the 

current arrangements as described in Paragraph 3.2 above. While it is important that we adopt an 

assurance approach which is proportionate, where we believe that there is a need to provide an 

enhanced level of assurance we propose taking additional steps. Currently, these additional targeted 

assurance activities will be applied to the six of the 29 Performance Measures identified as being 

“High” or “Critical” risk in the Impact and Probability Risk Matrix described earlier.  

3.4. As mentioned earlier we consider that are robust control frameworks in place for all our 

Performance Measures. Inclusion as Critical/High Risk (see Appendix 3) is generally a combination of 

several factors including: 

 the fact that in the main they are new Performance Measures introduced in April 2015 and the 
proper operation of internal controls has not yet been independently tested by our in house 
internal audit team or our external third party expert – the Reporter; 

 they are complex areas that require an element of judgement; and 
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 recent regulatory reporting issues within the water sector in general.  
 

3.5. The overall objective of both types of review to be carried out by the Reporter remains the same 

i.e. to confirm the accuracy and reliability of performance data. Consequently, each type of review will 

follow a similar approach: 

 Analysis of management controls, governance, independent review and oversight, audit 

coverage, impact, inherent risk and controls for each measure; 

 Review of the methodology used and the adequacy of methodology documentation; 

 Checks that the methodology actually used conforms to Methodology Statements; 

 Checks on the sources, adequacy and completeness of data used for the analysis; 

 Audit of the reported numbers to check that these are consistent with the base data and have 

been correctly compiled from it; 

 The establishment of robust and transparent audit trails; 

 Recommendations aimed at improving assurance, if any are necessary.  These might, for 

example, include recommendations on increased data collection. 

3.6. Additional resource will be provided to the Reporter for their review of those Performance 

Measures deemed as Critical/High risk. This will allow for: 

 Twice yearly reviews; 

 Attendance at key performance meetings; 

 Testing of larger samples of data; 

 Visits to more operational sites; 

 Discussions with more members of staff or third party contractors; 

 More opportunities to suggest ways to improve the effectiveness of existing risk management, 

control and governance processes. 

3.7. We propose that this work is carried out and reported on by the Reporter as they are independent 

external consultants with a good knowledge of the industry and Dŵr Cymru and has expertise in the 

processing of non-financial regulatory data within the water sector. We will continue to publish the 

independent Reporter’s Letter. Financial performance data is subject to an annual independent audit 

opinion by our external auditors, KPMG. 

3.8. A full schedule setting out each Performance Measure, containing the summary of the Risk 

Assessment as well as the various assurance processes that will apply is contained in Appendix 2. This 

highlights both the existing assurance steps we currently have in place and some additional targeted 

assurance processes. 

3.9. The final detail of the targeted enhanced assurance activities for each relevant Performance 

Measure will be finalised and documented when we publish our Final Assurance Plan. However, we 

have included in Appendix 4 some indicative actions which may apply to and form part of the 

Reporter’s Targeted Audit Plan for those “High” or “Critical” risk Performance Measures.  
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4. FEEDBACK FROM STAKEHOLDERS  

4.1. Appendix 5 contains details of our engagement with key stakeholders.  

4.2. We received responses from five stakeholders, namely: 

 CCWater; 

 Natural Resources Wales; 

 Ofwat; 

 Welsh Government; and 

 Welsh Local Government Association 

 

In relation to the Risks, Strengths and Weaknesses consultation questions posed we provide below a 

summary of the responses received. Our observations on the specific issues raised are highlighted in 

bold and italic text. 

Q1. Do you have any comments on our overall approach to this Risk Assessment?  

 

Generally, all five stakeholders thought the overall approach taken was sound.  Comments included: 

 ‘Supportive of your overall approach to the risk assessment’. 

 ‘Overall the methodology looked reasonable’. 

 ‘The overall Dŵr Cymru approach seems sensible’. 

 ‘It is a positive step that the company has used a tried and tested risk based assurance 

approach and methodology developed by Ofgem’. 

 ‘There has been an obvious considered approach to what information is to be provided to 

stakeholders and customers and the risks associated’. 

 

One of the stakeholders thought that we needed to be clearer on the fact that the exercise focused on 

the data and data risks rather than service risks. Although this distinction was explained in discussions 

with those stakeholders we met and was included in paragraph 2.13 of the hyperlinked document 

(Data Assurance Plan). However, we will continue to review what information is contained within 

main consultation documents and what is included in hyperlinks. 

Q2. Do you agree with our assessments of the Risks, Strengths and Weaknesses?  

 

We received several positive comments on this question including the following:  

 ‘We agree with your assessments of the Risks, Strengths and Weaknesses’. 

 ‘For those data set that we work on with you we understand why they are at the lower end of 

the probability matrix and agree’. 

 ‘It seems there has been good use of matrix analysis on impact and probability for each 

proposed performance measure’. 

 ‘We also welcome the proposed control framework to manage risk on each measure’. 

 

Two of the stakeholders thought that more information could have been provided in this consultation 

on the categorisation of the individual performance measures within the risk matrix. This distinction 

was explained in discussions with those stakeholders we met and was referenced in the hyperlinked 
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document (Data Assurance Plan). However, we will continue to review what information is contained 

within main consultation documents and what is included in hyperlinks. In addition, in the near 

future we will, where appropriate, arrange meetings with the stakeholders to further explain the 

processes followed for the Risk Matrix scoring assessment. 

One of the stakeholders also stated that it would like to see more detail on how the company will be 

transparent about its control framework and the regular assessment of risks. Full details of our 

Assurance Framework and evidence of its robustness and transparency are contained in our Draft 

Assurance Plan. However, we will engage with this stakeholder on this particular issue as part of this 

consultation exercise.  

Q3. Which particular performance measure is of greatest importance to you? 

 

Comments received included: 

 ‘All the performance measures combined contribute to helping the policy aspirations’. 

 ‘Going forward you may wish to consider a performance measure which is linked to how you 

support wider natural resource management through your activities’. 

 ‘The 6 key areas you have identified as being High Risk or Critical Risk are important’. 

 

Two of our stakeholders would like further information about the assurance processes in place relating 

to the performance measures identified as Critical/High Risk.  It was always our intention to include 

more detailed information in this draft Assurance Plan. All our assurance activities including those 

performance measures categorised as Critical/High risk are fully explained.    

One stakeholder commented that an Assurance Plan statement should highlight the key customer 

priorities as identified in the PR14 customer engagement process. This is consistent with the approach 

we have taken as all performance measures were subject to extensive customer research and 

engagement.   

General Comments  

We received some very positive statements about the extent of stakeholder engagement for example: 

 ‘We have welcomed your company’s early and ongoing engagement with us on this exercise’. 

 ‘We are encouraged by the stakeholder engagement and explanation of your approach in the 
statement’. 

 
One stakeholder questioned whether additional individuals within its organisation could have been 

involved in the consultation process. Although there was early engagement, we recognise that there 

were logistical difficulties in arranging a further meeting with this stakeholder. In this consultation 

we have ensured that there is ample opportunity to engage and meet all relevant stakeholders, and 

in order to facilitate this we have extended the consultation period.  

One stakeholder commented that the Statement focused only on the Annual Performance Report and 
stated that it might be worth considering wider topics. Although the main focus has been on the FD14 
performance measures we have extended the exercise to include other metrics such as those 
contained within the Company Scorecard. This is a dynamic process and we will review the scope of 
the assurance framework as part of a continuous improvement programme. We have explained this 
in the draft Assurance Plan.   
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5 NEXT STEPS  

It is important that we get stakeholder views as we move towards the finalisation of the Assurance 

Plan. We would therefore welcome comments. In the meantime, we continue to engage with key 

stakeholders during this consultation phase and are available to meet to discuss any aspect of this 

consultation.  

We are not restricting consultation to those key stakeholders identified and welcome responses from 

customers and any other stakeholders. 

The latest timeline showing the various steps in the process and leading up to the publication of the 

Final Assurance Plan is attached (see Appendix 6). 

Appendix 7 contains a high level definition for each of the 29 performance measures. 

We welcome your responses to this consultation by close of business on 8 January 2016.  We will have 

regard to comments received and intend publishing our Final Assurance Plan in February 2016.
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APPENDIX 1      Impact and Probability Risk Matrix. 
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Appendix 2 – Matrix showing assurance levels for each Performance 
Measure 
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A1a 
Safe  Drinking Water % of 
samples compliant  

    
√ √ √ √ √ √ √ √ √   

A1b 
Safe Drinking Water Mean 
Zonal Compliance 

    
√ √ √ √ √ √ √ √ √   

A2 Customer Acceptability     √ √ √ √ √ √ √ √ √   

A3 
Water supply interruptions 
(Reliability of supply) 

    
√ √ √ √ √ √ √ √ √   

B1 Abstraction of water for use     √ √ √ √  √ √ √ √   

B2 
Discharge permit compliance 
(Treating waste water)   

    
√ √ √ √ √ √ √ √ √   

B3a 
Preventing Pollution incidents 
(waste and water) 

    
√ √ √ √ √ √ √ √ √   

B3b 
Preventing Pollution incidents 
(waste and water)-cat3 

    
√ √ √ √ √ √ √ √ √   

C1 Responding to climate change     √ √ √ √ √ √ √ √ √   

C2 Carbon footprint     √ √ √ √ √ √ √ √ √   

D1 
Service Incentive Mechanism 
(SIM) 

    
√ √ √ √ √ √ √ √ √   

D2 At risk customer service     √ √ √ √  √ √ √ √   

D3 Properties flooded in the year     √ √ √ √ √ √ √ √ √   

D4a Business customer satisfaction     √ √ √ √ √ √ √ √ √   

D4b Business customer satisfaction     √ √ √ √ √ √ √ √ √   

D5 Earning the trust of customers     √ √ √ √ √ √ √ √ √   

E1 Affordable bills     √ √ √ √  √ √ √ √   

E2 
Help for disadvantaged 
customers 

    
√ √ √ √ √ √ √ √   √ 

F1 Serviceability water/waste      √ √ √ √ √ √ √ √   √ 

F2 Leakage     √ √ √ √ √ √ √ √   √ 

F3a Asset resilience (Water)     √ √ √ √ √ √ √ √   √ 
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F3b Asset resilience (Waste)     √ √ √ √ √ √ √ √   √ 

G1 H&S RIDDOR Incidents     √ √ √ √ √ √ √ √   √ 

G2 Competence of Staff     √ √ √ √  √ √ √ √   

H1 Operating Efficiency     √ √ √ √  √ √ √ √   

H2 
Financing Efficiency - Credit 
rating 

    
√ √ √ √ √ √ √ √ √   

SC1 Bad debt     √ √ √ √  √ √ √ √   

SC2 Net promoter score     √ √ √ √  √ √ √ √   

SC3 Complaints     √ √ √ √ √ √ √ √ √   

                   

        Risk Assessment        

         Low Risk          

         Medium Risk         

         High Risk          

         Critical Risk         
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APPENDIX 3 – Overview of critical / high risks identified on the Risk 

Matrix. 
Ref Measure Description Area Comments 

F3a 

 

 

F3b 

 

Asset 

Resilience 

(Water) 

Critical Risk 

Asset 

Resilience 

(Waste) 

High Risk 

 

Percentage of 

assets that are 

resilient against a 

set of criteria. 

Impact Score 

(out of 4) 

Financial – 4 (3 for Waste) 

Reputational - 2 

Stakeholder - 3 

Maximum Financial Penalty £15.5m. 

(£9.2m for Waste). 

Inherent Risk No data as such but relies on an 

assessment of critical assets against a 

number (8) of set criteria agreed by the 

Resilience Steering Group. 

Control 

Framework 

New Measure. 

Reporter 

Comments 

During a separate review meeting on 

this topic we were able to substantiate 

the definitions used for critical assets, 

the list of critical assets, the scoring 

criteria and mechanism for each asset, 

the resilience score for each asset and 

the calculation of the current overall 

resilience scores (May 2015). 

Internal Audit 

Opinion 

New Measure - not yet reviewed. 

Other 

Considerations 

A Review of DCWW’s Resilience 

Assessment Process was undertaken by 

independent consultants in July 2015. 

They concluded that: 

“The resilience process provides a very 

effective and pragmatic basis for 

assessing and monitoring asset 

resilience”. 

They did make a few minor 

recommendations for improvement. 

Ofwat gained the primary duty to 

further the resilience objective through 

the Water Act 2014. There is currently a 

consultation exercise on Ofwat’s role in 

resilience. 
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Ref Measure Description Area Comments 

E2 Help for 

Disadvantaged 

Customers 

High Risk 

The number of 

customers 

benefitting from 

social tariffs. 

Impact Score 

(out of 4) 

Financial - 0 

Reputational - 2 

Stakeholder  3 

No Financial Penalty/Reward. 

Inherent Risk Data obtained from RapidExtra (new 

Billing system went live in January 2015) 

but also from Landlords in respect of 

Water Collect. 

The data from the various sources has to 

be collated and any duplicates removed. 

Control 

Framework 

New Measure. 

Reporter 

Comments 

During a separate review we 

substantiated numbers on each tariff, 

combining data from the company’s 

Tallyman system, a spreadsheet 

covering 3 local authorities which bill on 

behalf of the company and a 

spreadsheet covering 3 Housing 

Associations having separate billing 

arrangements.  

Internal Audit 

Opinion 

New Measure - not yet reviewed. 

Other 

Considerations 

New Billing system went live in January 

2015 (see above). 
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Ref Measure Description Area Comments 

F1 Asset 

Serviceability 

High Risk 

Assessment of 

the recent 

historical trend in 

serviceability to 

customers, as 

measured by 

movements in 

service and asset 

performance 

indicators. 

Impact 

Score 

Financial - 3 

Reputational - 3 

Stakeholder - 4 

Maximum Financial Penalty £10m (per 

sub service). 

Inherent Risk There are four sub services: 

 Water Infrastructure (6 indicators) 

 Water Non-infrastructure (5 
indicators) 

 Waste Infrastructure (6 indicators) 

 Waste Non-infrastructure (3 
indicators) 

Requires collation and co-ordination of 

20 individual indicators. 

The overall assessment of serviceability 

is a matter of judgement dependent on 

the weighting put on the various 

indicators. 

Control 

Framework 

Well established processes in place to 

capture the data. 

Measure subject to annual review by the 

Reporter. 

A recent audit of one individual element 

carried out by Internal Audit. 

Reporter 

Comments 

We believe that DCWW’s analysis of 

Water/Waste infrastructure and non-

infrastructure is consistent with the 

Ofwat Reporting Requirements. 

We support the Company’s overall 

reported assessment of Stable 

Serviceability (July 2015). 

Internal Audit 

Opinion 

The audit of Unplanned Maintenance 

(an indicator for both Waste and Water 

Non-infrastructure) provided a Limited 

Assurance audit opinion. Although there 

were no issues with data quality a follow 

up audit will nevertheless be 

undertaken. 

Other 

Considerations 

None. 
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Ref Measure Description Area Comments 

F2 Leakage 

High Risk 

Total leakage 

measures the 

sum of 

distribution 

losses and supply 

pipe losses in 

megalitres per 

day (Ml/d). 

Impact Score Financial - 2 

Reputational - 2 

Stakeholder - 3 

Maximum Financial Penalty £9.2m. 

Inherent Risk Total leakage is made up of two 

components – District Meter Area 

(DMA) leakage and Trunk Main and 

Service Reservoir leakage. 

Data from DMA monitoring is obtained 

from the Leakage Monitoring and 

Reporting System (LMARS) which is 

used to determine optimum leakage 

levels and to compile leakage reports. 

Estimates are made of trunk main and 

service reservoir leakage. 

Control 

Framework 

Measure subject to annual review by the 

Reporter. 

DCWW recently modified the way it 

calculates minimum night flows and 

hence leakage and now uses the 

volatility method to track night use in 

the DMA. 

Reporter 

Comments 

We have audited the calculation of the 

leakage measure and substantiated the 

calculated value (July 2015). 

Internal Audit 

Opinion 

Not recently audited. 

Other 

Considerations 

In both our Willingness to Pay and Our 

Sustainable Future 2015-2040 research, 

customers noted that they wanted to 

see improvements in tackling leakage. 
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Ref Measure Description Area Comments 

G1 RIDDOR 

Incidents 

High Risk 

The number of 

injury reports to 

the Health & 

Safety Executive 

under the 

Reporting of 

Injuries, Diseases 

and Dangerous 

Occurrences 

Regulations 

(RIDDOR). 

Impact Score Financial - 0 

Reputational - 3 

Stakeholder - 4 

No Financial Penalty/Reward. 

Inherent Risk Information on accidents received in 

part from our front line contractors. 

Days lost are manually calculated 

outside the ASSURE system. 

RIDDOR has been calculated for some 

time but new system (ASSURE) 

introduced in April 2015 

Control 

Framework 

Well established processes in place to 

capture RIDDOR data but no internal 

audit carried out recently. 

Reporter 

Comments 

Not previously reviewed by the Reporter 

as this is not a Measure of Success. 

Internal Audit 

Opinion 

Not recently audited. 

Other 

Considerations 

All RIDDOR incidents are reported to, 

and may be audited by, the Health and 

Safety Executive. 

Subject to governance through the 

Health & Safety Steering Group and the 

Quality & Environment Committee. 

The Welsh Water Health & Safety 

management system has been 

accredited with the Occupational Health 

and Safety Assessment Series 

18001:2007 (OHSAS) accreditation. 

Performance measurement and 

monitoring is part of this specification 

and is externally audited every 6 

months. 
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Appendix 4: Targeted audit plan  

 

Ref Measure Scope of Reporter Audit 

 

E2 Help for 

Disadvantaged 

Customers 

Review the appropriateness and completeness of the Methodology 

statement. 

Review the appropriateness and completeness of the Risk Matrix (which 

incorporates the risks & controls). 

Review how the company has defined disadvantaged customers and the 

tariffs included for this category of customer. 

Confirm the rationale for the inclusion of each category. 

Review the provisions of each tariff. 

Review any data quality, difficulties caused by the move to the new 

RapidXtra system and the work done to resolve them.  

Review the reconciliation between the historic database, Tallyman and 

RapidXtra. 

Check the base data in the company’s systems, how numbers are 

assessed for each arrangement and how these are totalled for the 

reporting of this MoS, including adjustments to avoid double-counting of 

those on more than one arrangement.  

Check and test the arrangements in place for local authorities who bill on 

behalf of DCWW and with three Housing Associations who collect water 

charges from its tenants on behalf of DCWW. 

Carry out sample checks to confirm the audit trail back to individual 

customers for each category in order to support the reported numbers. 

F1 Asset 

Serviceability 

Review the appropriateness and completeness of the Methodology 

Statement. 

Review the appropriateness and completeness of the Risk Matrix (which 

incorporates the risks & controls). 

Review the supporting data for the four Water/Sewerage and 

Infrastructure/Non-infrastructure sub-services.  

Carry out sample checks to confirm how base data are collected and 

checked to provide this supporting figures, including checks on the 

recording of individual events, categorisation of type and the 

compilation of figures to produce the supporting data. 

Review the company’s judgement about the overall serviceability in each 

sub-service by assessing the recent historical trend in serviceability to 
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Ref Measure Scope of Reporter Audit 

 

customers, as measured by movements in service and asset performance 

indicators.  

During 2014-15, processes used to produce the values for unplanned 

maintenance were subject to a detailed review by Internal Audit. Review 

the appropriateness of the audit findings and timeliness of actions taken 

by management to address the findings of the Internal Audit. 

F2 Leakage Review the appropriateness and completeness of the Methodology 

Statement. 

Review the appropriateness and completeness of the Risk Matrix (which 

incorporates the risks & controls). 

Review the method adopted to calculate leakage. 

Test the accuracy of data obtained from the LMARS system which is used 

to measure District Meter Area leakage. 

Test the appropriateness of the estimated figures for Trunk Main and 

Service Reservoir leakage. 

Test the veracity of any assumptions made.  

An independent third party expert to review the quality and coverage of 

supporting data and challenge standard assumptions and the methods 

used to derive them. 

F3A  

F3B 

Asset Resilience Review the appropriateness and completeness of the Methodology 

Statement. 

Review the appropriateness and completeness of the risk matrix (which 

incorporates the risks & controls) 

Review the appropriateness of the criteria adopted to assess the 

criticality of individual waste and water sites. 

Review the appropriateness of the list of sites deemed to be critical. 

Review the internal consultation process adopted to determine the 

individual criticality scoring. 

By means of meeting with operators, review the resilience scores 

allocated to a sample of assets to check that the scores used in the 

analysis are justifiable and consistent between different sections and 

services. 

Review the process for monitoring and updating the list of critical assets. 

Review the appropriateness of the criteria adopted to assess the 

resilience scoring of individual waste and water sites. 
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Ref Measure Scope of Reporter Audit 

 

Review the internal consultation and governance processes adopted to 

determine the individual resilience scoring. 

Review the process for ensuring consistency in scoring between different 

Teams within DCWW. 

Review the role of the Steering Group. 

Where appropriate consider compliance with the principles set out in the 

UKWIR guide “Resilience Planning: Good Practice Guide”. 

Ensure any recommendations made in the independent review of 

DCWW’s Resilience Assessment process carried out by consultants have 

been actioned on a timely basis. 

G1 Health & Safety – 

RIDDOR incidents 

Review the appropriateness and completeness of the Methodology 

Statement. 

Review the appropriateness and completeness of the risk matrix (which 

incorporates the risks & controls). 

Audit the process used to compile reported data including 3rd party 

contractors from base systems and check the calculation. 

Audit data in the company’s HR database to establish audit trails and 

carry out sample checks, including checks with the staff and managers 

involved in the reporting of individual incidents. 

  



 

 

25 

 

Appendix 5: Engagement with Stakeholders and Written Responses 
 

Contacts made with Key stakeholders regarding our consultation on our risks, strengths & weaknesses, 

prior to the publication of our draft Assurance Plan.  

 

 Link to consultation 
document sent 

Discussion on consultation. 
(meeting/telephone) 

Response 
received 

Welsh Government 15/9/15 29/9/15 – Meeting 20/10/15 

Drinking Water 
Inspectorate 

15/9/15 7/9/15 – Telephone conference 
call 

- 

Natural Resources 
Wales 

15/9/15 15/9/15 – Telephone 
conference call 

19/10/15 

CCWater 15/9/15 26/8/15 – Meeting with Chair 
CCWater Wales 

19/10/15 

Customer Challenge 
Group (CCG) 

15/9/15 26/8/15 – Meeting with Chair 
CCG 

- 

Wales Water Forum 12/10/15 7/10/15 – Forum Meeting - 

Welsh Local 
Government 
Association 

2/10/15 9/10/15 – Telephone 
conversation 

14/10/15 

Ofwat 15/9/15 No further discussions  19/10/15 
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APPENDIX 6    Timel ine 
 
 

Activity Description Progress to date Action date 
    
Early Stakeholder 

Engagement 
Explaining the processes to 

key stakeholders and 

getting their views 

Meetings held with Welsh 

Government, CCWater 

and the Chair of the 

Customer Challenge 

Group. Correspondence 

with DWI and NRW 

 

 

August 2015 

Assessment of Risks, 

Strengths and 

Weaknesses 

An internal exercise to build 

on the existing risk matrices 

focusing on FD14 Measures 

of Success and other key 

metrics to allow us to 

publish our “Statement of 

Risks, Strengths and 

Weaknesses” 

Exercise completed 31 August 2015 

 

External Verification of 

process 
Consultants review 

approach and provide 

report on robustness of 

processes followed 

Exercise completed and 

report with observations 

to Audit Committee 

 

2 September 2015 

 

Publish “Statement of 

Risks, Strengths and 

Weaknesses” 

Outputs from internal 

exercise for 

customer/stakeholder 

review and comment. 

Stakeholder engagement 

will continue during the 

consultation period which 

will be for five weeks 

Complete – Consultation 

published on 14th 

September 

Engagement throughout 

the consultation period 

14 September 2015 

Publish Draft 

Assurance Plan 
This will contain our 

response to stakeholder 

and customer views and 

outline next steps 

On schedule 13 November 2015 

Further engagement 

with stakeholders and 

customers 

Meetings with key 

stakeholders and customer 

representatives 

(proactive engagement) 

On schedule November 

2015/January 2016 

Publish Final Assurance 

Plan 
This will include responses 

to any comments received 

from stakeholders and 

customers on the Draft 

Assurance Plan 

On schedule 15 February 2016 
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APPENDIX 7    Definition of Performance Measures 
 

Ref. Performance 
measure 

Definition 

A1a Safe Drinking Water 
(% 
compliance) 

Provide safe drinking water that meets the Drinking Water Inspectorate’s standards. 
The percentage of the sample tests that are compliant with the standards. We take 
over 250,000 samples tests per year at our water treatment works, service 
reservoirs and at customer taps. 

A1b Safe Drinking Water 
(Mean zonal 
compliance) 

Mean Zonal Compliance (MZC) is published annually in the Drinking Water 
Inspectorate (DWI) report and is their primary measure used to compare overall 
water quality performance between water companies and regions of England and 
Wales. The MZC covers 39 different parameters, such as Iron, Lead and Aluminium, 
which are tested to establish the quality of water as received by customers. 

A2 Customer 
acceptability 

The number of contacts received from customers in the year regarding the 
appearance, taste or odour of drinking water. 

A3 Reliability of 
Supply 

The average number of minutes that customers are without water within Dwr 
Cymru’s supply area (includes both planned and unplanned interruptions). 

B1 Abstraction of 
water for use 

The percentage compliance with our abstraction licences, as issued by 
Regulators. 

B2 Treating 
wastewater 

For each of our wastewater treatment works there is a permit which regulates 
the quality of wastewater the company is allowed to discharge into rivers and 
coastal waters, which is regulated by the NRW. The measure is the % 
compliance against the discharge permits. 

B3a Preventing 
pollutions 
(cat 1,2&3) 

Reduce the number of pollution incidents (caused by blockages or collapsed sewers). 
Pollution incidents are categorised as category 1, 2 or 3 incident and 
reported by the Natural Resources Wales. 
Category 1 are the most severe and are major or serious impact on the 
environment, people or property. 
Category 2 - significant impact or effect on the environment, people or 
property. 
Category 3 - minor or minimal impact on the environment, people or 
property. 

B3b Preventing 
pollutions 
(cat 3 only) 

As above but only category 3 pollution incidents (minor or minimal impact on the 
environment, people or property). 

C1 Responding to 
climate 
change 

Reduce the amount of rainwater entering our sewers. 
The measure is the volume of surface water removed from the system, 
expressed as number of properties. 

C2 Carbon 
footprint 

To generate more renewable energy and therefore to offset our carbon 
emissions and the cost of imported energy. 

D1 SIM Service incentive mechanism (SIM) is a measure introduced by the 
Regulator Ofwat to monitor and report customer service information across all 
water & wastewater companies as a comparative measure. 

D2 At Risk 
Customer 
Service 

The number of customers who are on our register of “at risk”. They are deemed to 
be “at risk” because their service has repeatedly fallen short in one of the following 
five areas: discolouration of water, interruptions to supply, low pressure, odour from 
wastewater assets and sewer flooding. 

D3 Properties 
flooded in the year 

The number of properties suffering internal sewer flooding per year. 
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Ref. Performance 
measure 

Definition 

D4a Non Household 
Customer Satisfaction 
% satisfied 

Non Household customer satisfaction as measured by either satisfied or very 
satisfied in the six monthly survey undertaken. 

D4b Non Household 
Customer Satisfaction 

Non Household customer satisfaction as measured by the average customer score 
out of a total of 5 then converted to a percentage. 

D5 Earning the 
Trust of 
Customers 

Customer trust as measured in an annual survey. 

E1 Affordable Bills The company will continue to make bills more affordable by maintaining falling 
bills in real terms, beating inflation by at least 1% a year. 

E2 Help for 
Disadvantaged 
customers 

Help more customers who genuinely struggle to pay their bills by providing 
assistance through social tariffs. 

F1 Asset 
Serviceability 
(Water and Waste) 

Maintain our assets. Serviceability includes a basket of sub-measures used to 
monitor the effectiveness of our asset management and the maintenance of our 
assets. 

F2 Leakage Reduce our leakage levels. 

F3 Asset 
Resilience 
Water Improve the resilience score of our most strategic assets. 

Improve the percentage of strategic assets that are resilient against a set of criteria. 
Strategic assets are those where failure would have a major impact on service to 
customers or on the environment. 

F3 Asset 
Resilience 
Wastewater 

 Health & 
Safety 
RIDDOR 

Keep colleagues safe by reducing the number of RIDDORs (Reporting of 
Injuries, Diseases and Dangerous Occurrences Regulations) each year. 

 Competence 
for Role 

Ensure our colleagues are trained to be fully competent in their roles. 

 Operating 
Efficiency 

The sole object of Dwr Cymru is to deliver high quality water and wastewater 
services to the communities that it serves, at least cost. The measure reports our 
reduction in our operating costs. 

 Financing 
Efficiency 

Maintain our A grade credit rating or equivalent, so we continue to access low-cost 
long term finance. 

 Bad Debt The measure to record the value of bad debt (unpaid customer bills). 

 Net Promoter 
Score 

A survey undertaken across a number of companies (not just water utilities) to 
establish how customers rate Dwr Cymru’s service in comparison to other 
companies. 

 Complaints The number of written customer complaints we receive. 
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